CHUONG V

QUAN LY BAO MAT
v Thuc thi, cau hinh, quéan 1y va g& r6i cac chinh
sach trong moi truong Windows 2000.
e Thuyc thi, ciu hinh, quan 1y va g& rdi cac chinh
sach cuc bo trong moi truong Windows 2000.
e Thuec thi, ciu hinh, quan ly va g& roi cac chinh
sach hé thdng trong moi trudng Windows 2000.
\ Thuc thi, cAu hinh, quan ly va go roi viée kiém
dinh
v Thue thi, cdu hinh, quan 1y va g& rdi cac chinh
sach tai khoan nguoi dung
\ Thye thi, cau hinh, quan Iy va go roi sy bao mat
bang cach str dung tap cong cu cau hinh su bao mat



V&i Windows2000 Server, ban c6 thé quan 1y sy bao mat tai mac cuc
bd hodc mic mién. Tai mirc mién, ban quan 1y cac chinh sach bao mat mién.
Va tai muc cuc bo, ban quan ly cac chinh sdch bao mat cuc bog.

Viéc thiét 1ap bao mat duge cAu hinh thong qua chinh sach vé nhém
ngudi dung. Cac chinh sach tai khoan nguoi ding duge sir dung diéu khién
tién trinh dang nhap, nhu vi¢c cAu hinh mat khau va tai khoan “lockout”. Céc
chinh sach cuc bo dugc str dung dé dinh nghia céc chinh sach bao mat cho
chinh may tinh nay, nhu kiém dinh quyén nguoi ding va cac tuy chon vé bao
mat.

Trong WinNT 4, ban ¢6 thé diéu khién Desktops ciia ngudi ding
thong qua cac chinh sach he thng. Chirc ning ndy ciing c6 trong Windows
2000 dé twong thich véi cac phién ban trudce, nhung no duoc khuyén céo 1a
ban sir dung cac chinh sach nhoém ngudi ding thay thé chinh sach hé thong
dé quan 1y cac tuy chon.

Cong cu “Security and Analysis Configuration” la céc tién ich mdi cta
Windows 2000 Server, qua d6 ban c6 thé phan tich cAu hinh bao mat cua ban.
Céc tién ich sir dung khuoén mau bao mat dé so sanh cu hinh bao mat hién tai
ctia ban vé6i cAu hinh ban yéu cAu.

Trong chuong nay, ban s€ hoc cach quan 1y bdo mat trong mdi trudong
Windows 2000 Server. Dau tién ban sé& cai dat trinh diéu khién MMC dé
quan ly viéc thiét lap tinh bdo mat, sau d6 hoc cach cAu hinh cac chinh sach
vé tai khoan nguoi dung, cac chinh sach cuc bd va cac chinhd sach bao mat.
Phén cudi chuong nay s& mé ta cach dé sir dung tién ich “Security and
Analysis Configuration” dé phan tich ciu hinh bao mat ciia ban.

Thiét 1ip quén 1y bao mat

Windows 200 Server cho phép ban quan 1y cac thiét 1ap vé& bao mat tai mirc
cuc b cho may tinh cu thé hodc trén mirc mién 16n. Moi chinh sach bao mat
mién ban dinh nghia dé 1én cac chinh sach cuc bd cua mdt may tinh.
Ban quan 1y cac chinh sach véi chinh sach nhom nguoi ding ca dbi
tuong thich hop:
o Dbé quan 1y chinh sach cuc bg, ban st dung chinh sach nhoém nguoi
dung thong quan ddi twong Local Computer Group Policy
e D¢ quan Iy chinh sich mién, ban st dung chinh sich nhém nguoi
ding théng quan dbi twong Dimain Controllers Group Policy
Dé thuén tién cho cong viéc quan 1y chinh séch cua ban, ban co thé
thém d6i twong Local Computer Policy and Domain Controller Security vao
Microsoft Management Console (MMC). Ban ciing c6 thé truy cap cac chinh
sach tai khoan ngudi dung va cac chinh sach cuc bo bang cach chon :
Start® Programs» Administrative Tools
» Domain Security Policy or Local Security
Policy
Bai tap 5.1, ban s€ thém ddi tuong Group Policy and Event Viewer
trén cac Server thanh vién cua ban.



05,

Tat ca cac bai tap trong chuong nay, ngoai trir bai 5.7, ban phai hoan hoan
thanh tor member server.

BAITAP Tao trinh diéu khién quan Iy cho cac thiét 1ap bio mit.

5.1

1. Chon StartP Run, gdo “MMC” vao hop héi thoai Run va bam nat OK
dé mé MMC

Tt thuc don chinh, chon Console ™ Add/Remove Snap-in.

Trong hop hoi thoai Add/Remove Snap-in bam nut Add.

Chon Group Policy va bdm niit Add.

Déi tegng Group Policy chi dinh Local Computer 1a mic dinh. BAm
nut Finish

6. Trong hop hoi thoai Add/Remove Snap-in bam nat OK.

7. Tu thyc don chinh, chon Console®™ Add/Remove Snap-in.

8. Trong hop hoi thoai Add/Remove Snap-in bam nat Add.
9.
1

Nk

Chon Event Viewer va bam nut Add.
0.Hop hoi thoai dé chon may tinh hién ra véi Local Computer duoc
chon mic dinh. BAm nut Finish sau d6 bam nit Close
11. Trong hop hoi thoai Add/Remove Snap-in bam nut OK.
12.Chon Console® Save As. Ghi trinh diéu khién véi tén Security trong
thu myuc Administrative Tools ( ddy 14 ving méc dinh ) va bAm nut
Save

Ban c6 thé truy cap trinh diéu khién bang cach chon:
Start® Programs» Administrative Tools» Security.

Str dung cac chinh sach tai khoan nguoi dung

Microsoft
Exam
Objective

Céc chinh sach tai khoan nguoi dung dugc st dung dé chi rd céc thude
tinh tai khoan nguoi dung liét ké trong tién trinh ding nhap. N6 cho phép ban
cAu hinh viéc thiét 1ap sy bdo mat may tinh cho mat khau va chi dinh tai
khoan “lockout” va xac nhan Kerberos voi mot mién.

Thue thi, cdu hinh, quan Iy va g& roi chinh sach tai khoan nguoi ding.

Sau khi ban ¢4 nap MMC cho Group Policy, ban s& nhin thdy mét lya chon
cho Local Computer Policy. Dé truy cdp cac muc Account Policies, mé ra
Local Computer Policy, Computer Configuration, Windows Settings,
Security Settings va Account Policies. Hinh 5.1 biéu dién cac muc Policies.



HINH 5.1 Truy cép cac muc Account Policies
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Néu ban dang ding Windows 2000 member server, ban s& thdy hai
muc: Password Policy va Account Lockout Policy. Néu ban dang ding
Windows 2000Server, may dugc cAu hinh 1a domain controller, ban s& théy
ba muc: Password Policy, Account Lockout Policy va Kerberos Policy. Cac
chinh sach tai khoan nguoi dung c6 hiéu lyc cho cac member server va
domain controller dugc giai thich trong phan ké tiép.

Thiét 1ap cac chinh sach mét khau

Céac chinh sach vé& mat khau bao dam cac yéu cau bao mat phai bét budc trén
may tinh. Chd ¥ rang chinh sich mat khau dugc dit trén nén tang mdi may
tinh 13 rit quan trong; n6 khong théduoc cau hinh cho ngudi dung cu thé.

Hinh 5.2 thé hién cac chinh sach vé mat khau duoc dinh nghia trén
Windows 2000 member server, n6 dugc giai thich trong bang 5.1. Trén
Windows 2000 domain controller, tit ca cac chinh sich dugc cu hinh 13 “not
defined”(khong dugc dinh nghia).



HINH 5.2 Cac chinh sich vé mit khau
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BANG 5.1 Céc lwa chon chinh sach mat khiu

Chinh sach Giai thich Gia tri mac
dinh
Enforce Luu git lich st Nhé 0 mat
Password mat khau cua khau
History nguoi dung
Maximum Xac dinh s6 Gilr mat
Password ngay toi da khau cho 42
Age nguoi dung co ngay
thé gitr mat khau
hop 1€
Minimum Chi dinh khoang 0 ngay (mat
Password thoi gian mat khau c6 thé
Age khau phai gitt  bi thay ddi
sau khi n6 bi ngay lap tlrc
thay doi
Minimum  Chidinhs6t6i  0ky tu
Password thiu cacky tw  (khong yéu
Length ctia mat khau cAu mét
phai c6 khau)
Password Cho phép ban Vo hiéu
Must Meet  cai dat bo loc (Disabled)
Complexity —mat khiu
Requireme-

nts

Gia tri tbi
thiéu

Gidng gia tri
mac dinh

Giljl’ mat
khau cho 1
ngay

Gidng nhu
gia tri mac
dinh

Gidng gia tri
mac dinh

Gidng gia tri
mac dinh

Gia tri ti da

Nh 24 mat
khéu

Gil:l’ mat
khau cho
999 ngay

999 ngay

14 ky tu

C6 hiéu luc
(Enable)



Store chi dinh murc Vo hiéu Giéng giatri  Co hi¢u luc

Password cao hon cua viéc (Disabled) mac dinh (Enable)
Using ma hoa cho viéc

Revesible luu trir cac mat

Encryption  khau cua ngudi

for All dung

Users in the

Domain

Céc chinh sach mat khau duoc st dung nhu sau:

e Luya chon Enfore Password History duoc sir dung dé nguoi ding
khong thé sir dung nhu nhitng mat khau da duoc sir dung. Nguoi dung
budc phai tao re mat khau méi khi ma mat khau cta ho chdm dut hodc
bi thay d6i

* Lua chon Maximun Password Age dugc st dung dé sau khi vuot qua
sO ngay ton tai ctia mat khau, ngudi ding bi ép budc phai thay doi mat
khau cta ho

e Lua chon Minimum Password Age dugc str dung dé ngin can ngudi
dung khong thay d6i mat khau vai 1an lién tiép nhanh chéng dé ma
lam thét bai muc dich cta chinh sach Enfore Password History

e Luya chon Minimum Password Length dugc sir dung dé bao dam réng
ngudi ding tao ra mat khau tot dé chi ra ring né dap tmg d6 dai yéu
cau. Néu lya chon nay khong duoc thiét 1ap, ngudi dung khong duoc
yéu cAu tao mat khau.

e Luya chon Password Must Meet Complexity Requirements dugc sir
dung dé ngan can nguoi dung tranh sir dung nhitng myc mét khau
duoc tim thiy trong tir dién cua tén phd bién

* Lua chon Store Password Using Revesible Encryption for All Users in
the Domain duoc sir dung dé cung cAp mot muc cao hon cho viée gt
an toan mat khau cta ngudi ding

Trong bai tap 5.2 ban sé& cdu hinh cac chinh sach mat khau cho may tinh

clia ban. Bay gio va nhiing phan bai tap con lai trong chuong nay cho

rfmg ban da hoan thanh bai tap 5.1 dé tao ra mot trinh quan ly bao mat

(Security management console) Tét ca cac bai tdp nén dugc thuc hién trén

cac member server

RINEVNER)

Thiét 1ap cac chinh saich mat khau

1. Chon Start®» Programs® Administrative ToolsP Security va mé rong
nut Local Computer Policy

2. Mé rong nat lam xuat hién: Computer Configuration, Windows
Settings, Security Settings, Account Policies, Password Policy.

3. Mo chinh sach Enforce Password History. Trong truong Effective
Policy Setting, chi dinh 5 mat khéu duoc ghi nho. Bam nat OK

4. Mo chinh sdich Maximum Password Age. Trong truong Local Policy
Setting chi dinh mat khau két thuc trong 60 ngay. BAm nat OK




Cac chinh sach thiét 1ap vé ding nhip tai khoan khong hop 1é (Account

Lockout)

0a.

HINH 5.3

BANG 5.2

Cac chinh sach Account Lockout dugc st dung dé chi dinh s6 lan thu dang
nhap khong hop 18 co thé cho phép. Ban thiét 1ap cac chinh sach nay sau X s6
lan thir dang nhap khong thanh cong trong khoang y phut, tai khoan s& bi
khoatong khoang thoi gian xac dinh hodc cho dén khi nguoi quan tri mo tre
lai tai khoan do

Céc chinh sach vé s6 lan cho phép dang nhap khong hop 1é ciing giéng nhu
cach cac nha bing diéu khién ATM truy cap ma bi mat. Ban c6 lugng chéc
chan cac kha nang dé dang nhap thanh cong ma truy cdp. Bang cach do, néu
ai d6 an trom thé cua ban, ho khong thé lam duoc viéce 1a thu cac phong doan
vé mi truy cip ctia ban cho dén khi ho c6 két qua diing. Nhung sau khi thir
khong thanh cong v&i ma truy cap cua ban, may ATM s€ gitr thé.Sau do ban
can yéu cau thé méi tir ngan hang.

Hinh 5.3 thé hién cac chinh sach vé ding nhap khong hop 18, né duoc giai
thich trong bang 5.2

Cic chinh sach vé ding nhap tai khoan khong hop 1¢
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Cac lwa chon vé chinh sich vé ding nhép tai khoan khong hop 1&

Chinh sach  Giai thich Gidtrimic Giatritdi Giatritdi Gia tri dé

dinh thiéu da nghi
Account  Chirdsd  O(Vohiéu, Gidnggia 999 lan 5 lan thir
Lockout lan thir tai khoan  tri mac thu
Threshold  truy cap khong bi dinh
khong hgp khod)
1€ trudc

khi bi khoa



Account
Lockout
Duration

Reset
Account
Lockout
Counter
After

Chi 16 0; néu Gidng gia 99,999 5 phut
khoang Account tri mac phut

thoi gian  Lockout dinh

bi khoa Threshold

néu co hiéu luc

Account thi s& 1a 30

Lockout phut

Threshold

bi vuot

qua

Chidinh  0;néu Giong gia 99,999 5 phut
khoang Account tri mac phut

thoi gian  Lockout dinh

bo dém s&  Threshold

nho cac co hiéu luc

lan thir thisélas

dang nhap phat

khong hop

1é

Trong bai tap 5.3, ban s& cau hinh cac chinh sach vé dang nhap tai khoan

khong hop

1¢ va ki€m tra hi€u qua ctua ching

BAI TAP 5.3

Cac chinh sach thiét 1ap Account lockout

1.

2.

Chon Start® Programs® Adminitrative Tools» Security va m¢ nut
Local Computer Policy

Mé rong niit 1am xuat hién: Computer Configuration, Windows
Settings, Security Settings, Account Policies, Account Lockout
Policy

Mo chinh sach Account Lockout Threshold. Trong truong Local
Policy Setting, chi dinh tai khoan s& bi khoa sau 3 lan ¢6 thir ding
nhap. Bam nit Ok

Hop hoi thoai Suggestd Value Changes sé€ xuét hién. Nhan gia tri
mac dinh cho Account lockout duration va Reset account lockout
counter bang cach bAm nut OK

Roi khoi hé théng. Thir dang nhap véi tén Emily cung véi 3 1an
nhap sai password

Sau d6 ban s& thdy thong diép 15i tuyén b tai khoan bi khod, dang
nhp vadi tai khoan Administrator

Pé khoi phuyc tai khoan ctia Emily, hdy mé muc Local Users and
Groups trong MMC, mé nut Users, va nhap kép chudt vao tai
khoan Emily. Trong phan General ctia hop hoi thoai thudc tinh ciia
Emily, bam loai bo danh dau trong hdp chon Account Locked Out.
Sau d6 bam nut OK.

Thiét 1ap chinh sach Kerberos
Phién ban Kerberos 5 1a giao thirc bao mat dugc sir dung trong Windows
2000 Server dé xac thuc nguoi dung va cac dich vu mang. N6 dugc goi 1a xac
minh kép hay x4c thyc 1an nhau.



HINH 5.4

BANG 5.3

Khi Windows 2000 Server dugc cai dat nhu domain controller, n6 tu dong
tro thanh trung tam phén phéi khoa (key distribution center-KDC). KDC s&
chiu trach nhiém véi tat ca cac mat khau va cac thong tin tai khoan ngudi
dung trong cdc may khach. Cac phuc vu cuéd Kerberos cling dugc cai dat trén
moi may khach va may cha Windows 2000.

1. Céacyéu cau kiém dinh may khéch tor KDC str dung mat khéu hodc thé
thong minh

2. KDC phat cho may khach thé goi 1a thé cong nhan (ticket-granting
ticket —“TGT). May khach c6 thé sir dung TGT dé truy cép cac dich vu
vé thé nay (ticket-granting serrvice —TGS). TGS cung cip céc thé
phuc vu cho cac may khach.

3. May khach trinh thé phuc vu dé yéu cau cac dich vu mang.Céc thé
phuc vu s€ kiém dinh 1an nhau phuc vu tir ngudi dung va phuc vu dén
nguoi dung.

Hinh 5.4 Hién thi cac chinh sich Kerbeoros va cac giai thich trong bang

53

Cac chinh sach Kerbeoros
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Cac lua chon chinh sach Kerbeoros

Chinh sach Dién giai thiét 1ap ndi  Thiét 1ap hiéu qua
bd méc dinh
Enforce User Chi ding han ché Khong xac Cho phép
Logon Restrictions dang nhap labat  dinh
buoc
Maximum Chi dinh tudi téi Khéng xac 600 phut
Lifetime for da cho thé¢ phuc  dinh
Service Ticket vu trude khi thay

moti



Maximum
Lifetime for User
Ticket

Maximum
Lifetime for User
Renewal

Maximum
Tolerance
Computer Clock
Synchronization

Chi dinh tudi toi
da cho thé nguoi
dung trude khi
thay m&i

Chi dinh khoang
thoi gian thé co
thé bi thay moi
trudce khi no
duoc tai sinh

Chi dinh thoi
gian ti da cho su
ddng bo hoa giira
may khach va
KDC

Str dung cac chinh sach ngi bo

Microsoft
Exam
Objective

Sau khi ban d3 hoc hét cac phﬁn trudc, cac chinh sach tai khoanduoc st dung
diéu khién thi tuc dang nhap. Khi ban mudn diéu khién nhiing tht ban c6 thé
lam sau khi dang nhép, ban st dung cac chinh sach ndi bg. Vi cac chinh

sach ndi bd ban c6 thé thi hanh viéc kiém dinh, chi dinh quyén ngudi dung va

dat cac tuy chon bao mat.

Thi hanh, ciu hinh , quan Iy va g& rdi cac chinh sich trong mdi trwdong

Windows 2000

e Thi hanh, cau hinh , quan ly va g& ro1 cac chinh sach cuc bd trong moi

truong Windows 2000

e Thi hanh, ciu hinh , quan 1y va g& réi cac chinh sach hé thong trong

mdi truong Windows 2000

Dé sir dung céc chinh sach ndi bo, dau tién ban thém muc Local Computer
Policy vao MMC (xem bai 5.1). Sau d6 tr MMC lan theo duong dan thu muc
dé truy cap thu muc Local Policies: Local Computer Policy,Computer

Khong xac
dinh

Khong xac
dinh

Khong xac
dinh

10 gio

7 ngay

5 phat

Configuration, Window Setting, Security Settings, Local Policies.
Hinh 5.5 hién thi cac thu muc cua Local Policies



HINH 5.5

Viéc truy cp cac thu muc ciia Local Policies
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C6 ba thu muc trong Local Policies : Audit Policy, User Rights Assignment
va Security Options. Céc chinh sach bao chum cac phan tiép theo

Thiét 1ap chinh sach kiém dinh

Microsoft
Exam
Objective

.

HINH 5.6

Thi hanh, ciu hinh , quan Iy va g roi viéc kiém dinh

Ban kiém dinh céc sy kién lién quan dén quan 1y nguoi ding théng qua chinh
sach kiém dinh. Béng cach luu lai vét ctia cac su kién chinh, ban c6 thé dua
ra dugc tién trinh ciia mot nhiém vu duge chi dinh, nhu tao nguoi dung, hoan
thanh hoac khong hoan thanh trong thu tuc dang nhap. Ban c6 thé nhan ra su
x4m pham bao mat dugc phat sinh khi ngudi dung 6 thir truy cap cic nhiém
vu quan 1y hé théng ma khong c¢6 su cho phép.

Khi ban dinh nghia nét chinh sach kiém dinh ban can lua chon kiém dinh
viéc hoan thanh hay that bai cta su kién duogc chi dinh. Su kién hoan thanh
c6 nghia la nhiém vu dugc hoan thanh mdt cach hoan hao. Sy kién thét bai c6
nghia 1a nhi€ém vu d6 khong hoan thanh mdt céch tron ven.

Binh thuong thi viéc kiém dinh khong hoat dong va né phai dugc ngudi ding
c4u hinh. Khi viéc kiém dinh duoc cau hinh ban sé& thay két qua kiém dinh
thong qua tién ich Even Viewer (Tién ich Even Viewer dugc d& cip dén
trong chuwong 15 “Thi hanh cac chire nang phuc hoi hé thong”

Kiém dinh nhiéu sy kién  qua s€ lam giam kha néng thyc hién cua h¢ thong
nguyén nhén 1a do yéu cau xir Iy cao ciia nd. Viéc kiém dinh ciing c¢6 thé sir
dung qua mirc khong gian dia dé luu trir nhat ky kiém dinh. Ban hay sir dung
cac tién ich mot cach hi¢u qua

Hinh 5.6 biéu dién cac chinh sach kiém dinh va dién giai trong bang 5.4

Cic chinh sach kiém dinh



BANG 5.4

Tm Consolel - [Console Root' Local Computer Policy ' Con

J% Console  Window  Help

=10 x|
D= dE| @ |18l

|J Action  Wiew  Fawvorites |J =

» | Bm X B2 |

Tree I Favorites I

Paolicy ¢ | Local Setting

B Computer Configuration
(L1 Software Settings
:_I I:I Windows Settings
----- H] Scripts (Skartup/Shutdown)
El S Security Settings
H-C8 Account Policies
EHE Laocal Palicies
: @ Audit Policy
28 1ser Rights Assignm
i M-8 security Options
I:I Public Key Policies
g IP Security Policies on Lo
-2 Administrative Templates

IJser Configuration
4 I [

LI .ﬁ.udit account logon events Mo auditing
.ﬁ.udit account management Mo auditing
.ﬁ.udit directory service access Mo auditing
.ﬁ.udit logon events Mo auditing
.ﬁ.udit object access Mo auditing
.ﬁ.udit policy change Mo auditing
.ﬁ.udit privilege use Mo auditing
.ﬁ.udit process tracking Mo auditing
.ﬁ.udit syskemn events Mo auditing

a |

Cic Ira chon chinh sach kiém dinh

Chinh séch Dién gii

Audit Account Logon Luu lai vét khi ngudi dung 'dang nhép, thoat khoi
Events hé théng hoic tao ra lién két mang

Audit Account Luu lai vét viée tao, x04 va quan ly tai khoan
Management nguoi dung va nhém nguodi dung

Audit Directory Service
Access

Audit Logon Events

Audit Object Access

Audit Policy Change

Audit Privilege Use

Audit Process Tracking

Luu lai vét truy cap phuc vu thu muc

Kiém dinh céc sy kién lién quan dén dang nhap,
nhu chay kich ban dang nhap hodac 1a viéc truy
cap hi¢én trang may tinh

Kiém dinh truy cép cac tép, thu muc va may in
Luu lai vét bat ky su thay doi nao vé chinh sach
kiem dinh

Luu lai vét bat ky su thay d6i ngudi c6 thé hodc
khong thé hodc dugc xem két qua cua viée kiém
dinh

Luu lai vét cac sy kién nhu kich hoat mot chuong
trinh truy cap mot doi tuong va thoat khoi mot
tién trinh



Audit Systen Events Luu lai vét cac sy kién hé thong nhu tit may,
khé1 dong lai may gidong nhu cac su kién lién
quan dén Security log trong Event Viewer

Trong bai tap 5.4 ban s& cdu hinh cac chinh sach kiém dinh va xem két qua
BAI TAP 5.4
Thiét 1ap cac chinh sach kiém dinh

1. Chon Start® Programs® Administrative Tools» Securyti va mé muc
Local Computer Policy.

2. Mé céc lan luot cac thu muc : Computer Configuration, Windows
Settings, Securyti Settings, Local Policies, Audit Policy.

3. Mo¢ chinh sach Audit Account Logon Events. Trong truong Local
Policy Setting, chi dinh Audit These Attempts, Chon Success va
Failure. BAm nut OK.

4. Mo chinh sach Audit Account Management. Trong truong Local
Policy Setting, chi dinh Audit These Attempts, Chon Success va
Failure. Bam nat OK.

5. Thoat khoi hé théng va thi truy cap véi tén nguoi dung KevinD. Viée
ddng nhap sé that bai (vi khong c6 tai khoan nao c6 tén 1a KevinD).

6. Pang nhap lai hé thong véi tén ngudi ding 1a Administrator. Mo
MMC va m¢ Event Viewer (xem bai tap 5.1)

7. Tu Event Viewer m& Security log. Ban s€ théy cac su kién duoc kiém
dinh duoc liét ké trong ban ghi nay

An dinh quyén nguoi ding
Céc chinh sach vé quyén nguoi ding xéac dinh tinh hop phap mot ngudi ding
hodc mot nhom nguoi dung trong may tinh. Quyén ngudi dung tham gia vao
hé thdng. N6 khong gidng nhu sy cho phép, n6 chi ap dung cho cac d6i tuong
duoc chi dinh.(Su cho phép duoc dé cap dén trong chuong 7,” Truy cép tép
va thu muc”)
Vi du nhu mot quyén ngudi dung chi duoc quyén Back Up Files va
Directories. N6 cho phép nguoi dung sao luu tép va cac thu muc du la ngudi
ding d6 khong c6 quyén di qua céc tép hé thong. Cac quyen nguoi dung khac
cling twong tu bai vi chung duoc phan phdi truy cap hé théng chi dinh dé truy
cap tai nguyén.
Hinh 5.7 hién céac chinh sach 4n dinh quyén nguoi dung va cac dién giai
trong bang 5.5



HINH 5.7

Cic chinh sich 4n dinh quyén nguoi ding
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Quyén Dién giai

Access This Computer from the
Network
Act as Part of the Operating System

Add Workstations to the Domain

Back Up File and Directories

Bypass Traverse Checking

Change the System Time

Create a Pagefile

Cho phép nguodi dung truy cép may
tinh tor mang

Cho phép su xac nhan mirc thip phuc
vu viée xac minh véi bat ky nguoi
dung nao

Cho phép nguoi dung tao tai khoan
truy cép vao domain

Cho phép nguoi dung sao luu tat ca
cac tép va cac thu muc bat ké ¢6 su
cho phép vé tép hay thu muc d6 c6
dugc dat hay khong

Cho phép nguoi dung duy¢t cay thu
muc cho du nguoi dung do khong
duogc phép liét ké cac thanh phan thu
muc

Cho phép nguoi dung thay doi thoi
gian trong may tinh

Cho phép nguoi dung thay doi kich
thude trang t&p



Create Permanent Shared Object

Debug Programs

Deny Access to This Computer from

the Network

Deny Logon as a Batch File

Deny Logon as Service

Deny Logon Locally

Enable Computer and User Accounts

to Be Trusted by Delegation

Force Shutdown from a Remote
System
Generate Security Audits

Increase Scheduling Priority

Load and Unload Device Drivers

Lock Page in Memory

Cho phép mot tién trinh tao mot ma
thong bao néu tién trinh st dung
NtCreate Token API

Cho phép nguoi dung dinh kem
chuong trinh g& rdi vao bét ky mot
tién trinh

Cho phép ban tir chdi nhitng ngudi
dung chi dinh hoac nhom nguodi dung
truy cap vao may tinh tir mang

Cho phép ban ngén nhirng nguoi
dung chi dinh hodc nhoém nguoi dung
dang nhap vai t&p batch (batch file)

Cho phép ban ngan nhiing nguoi
dung chi dinh hodc nhém nguoi dung
dang nhap véi cac phuc vu

Cho phép ban tir chdi nhiing ngudi
dung chi dinh hodc nhoém nguoi dung
truy cap vao ndi bd may tinh.

Cho phép nguoi dung hoac nhom
ngudi ding thiét 1ap Trusted by
Delegation cho nguoi dung hodc ddi
tugng may tinh

Cho phép hé thong c6 thé tat boi
nguoi dung tai vi tri tr xa trén mang
Cho phép nguoi dung, nhom nguoi
dung hoic tién trinh dé tao cac muc
vao trong Security log

Cho phép nguoi dung thao tac cac
tién trinh dugc phuc vu béi viée thuc
hién cac han ngach xur ly

Cho phép nguoi dung tu dong gd va
nap céc trinh di€u khién thiét bi Plug-
and-Play

Quyén ngudi ding khong dugc sir
dung trong Windows 2000 (n6 du
kién bt budc dit liéu duoc gilr trong
bd nh¢ vat ly va khong cho phép dir
liéu dugc phan trang vao cac tép
trang



Log On as Batch Job

Log On as Service

Log On as Locally

Manage Audting anhd Security Log
Modify Firmwave Environment
Variables

Profile Single Process

Profile System Performance

Remove Computer from Docking

Station

Replate a Process Level Token

Restore File anh Directories

Shut Down the System

Synchronize Directory Service Data

Cho phép mot tién trinh dang nhap hé
thong va chay mot t¢p bao gom mat
hodc nhiéu 1énh thao tac hé thong

Cho phép phuc vu dang nhép hé
thong hop 1€ chay cac phuc vu dgc
chi dinh

Cho phép ngudi dung dang nhap vao
may tinh noi ma tai khoan nguoi
dung da dugc dinh nghia.

Cho phép nguoi dung quén ly
Security log

Cho phép n hodc mét tién trinh thay
doi moi truong hé thong

Cho phép ngudi ding giam sat tién
trinh phi hé thong thong qua cac cong
cu nhu Performance Logs va tién ich
Alerts

Cho phép nguoi dung giam sat cac
tién trinh hé thong thong qua cac
cong cu nhu Performance Logs va
tién ich Alerts

Cho phép nguoi dung tach ro1 mot
may tinh xach tay thong qua giao
dién nguoi dung Windows 2000

Cho phép mét tién trinh thay thé ma

thong bao mac dinh bdi ma dugce tao
tién trinh con voi ma théng bao duogc
chi dinh

Cho phep nguoi dung khoi phuc cac
tép va géc thu muc bat chap su cho
phép vé tép va thu myc

Cho phép nguoi dung tit may tir tai
may hi¢n tai

Cho phép ngudi ding dong b hoa
dr licu dugce két hop véi phuc vu thu
muc



Take Ownership of Files or Other

Cho phép nguoi dung giﬂ,quyén SO
Objects

hiru cac doi s tuong h¢ thong

Trong bai tap 5.5, ban s& ap dung chinh sach 4n dinh cac quyén ngudi ding
noi bo
BAI TAP 5.5
Thiét 1ap cac quyén ngudi dung nodi bd
1. Chon Start® Program® Administrative ToolsP» Security va m¢ muc
Local Computer Policy
2. M¢ lan luot cac thu muc: Computer Configuration, Windows
Settings,Security Settings, Local Policies, User Rights Assignment.
3. M& quyén ngudi ding Log On as a Service. Hop hoi thoai Local
Security Policy Setting xuét hién.
4. BAm nat Add. Hop hoi thoai Select Users or Group xuét hién.
5. Chon ngudi dung Emily. Bam nat Add, sau d6 bam nat OK

Pinh nghia cac lya chon bdo mat

HINH 5.8

Céc lya chon bao mat dugc sir dung dé thiét 1ap su bdo mat cho may
tinh. Khong giéng nhu cac chinh sach vé quyén ngudi dung duoc sir
dung cho 1 ngudi hodc 1 nhém nguoi ding, cac chinh sach vé co
ché bao mat chi ap dung cho may tinh.

Hinh 5.8 chi ra cac chinh sach Iya chon bao mat , cac chinh sach
nay dugc miéu ta & bang 5.6

Cac chinh sach lya chon bio mat
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BANG 5.6

Cac lua chon bio mit

Lua chon Miéu ta Gia tri mac dinh
Additional Cho phép thém cac  Khong co
Restrictions for han ché cho cac két
Anonymous Users nbi an
Allow Server Cho phép nguoi Khong xac dinh
Operators to Schedule quan ly Server 1én
Tasks (domain lich lam viéc xac
controller only) dinh dé chi ra thoi
gian chi dinh hoac
khoang thoi gian
nghi
Allow System to Be ~ Cho phép nguoi Cho phép( nhung su
Shut Down Without  dung thoat khoi hé  thiét 1ap chinh sach
Having Logon thdng ma khong cuc bd bi ghi dé 1én
nhat thiét nguoi d6  néu néu cac thiét 1ap
phéi dang nhap vao  chinh sach cuia mtrc
hé théng domain duoc cai dat
Allow to Eject Cho phép dong cac  Administrator
Removable NTFS phuong tién NTFS
Media c6 thé di chuyén
duoc
Amount of Time Idle  Cho phép céc phién 15 phut
Before Disconnecting  1am viéc ngimg két
Sesion nbi khi chung rdi
Audit the Access of Cho phép truy nhdp Vo hi¢u
Global System Object vao ddi tuong hé
thong bao tram dé
kiém dinh
Audit Use of All User Cho phép quyén Vo hi¢u
Rights including nguoi dung, bao
Backup and Restore ~ gom céc ddi tuong
Privilege sao luu dir li¢u phai
dugc kiem dinh
Automatically Log Tu dong két thic Cho phép
Off User when Logon phién lam viéc cua

Time Expires

ngudi dung néu ho
da hét thoi gian
dang nhap vao h¢
thdng



Clear Virtual Memory
Pagefile when System

Shutdown

Digitally Sign Client
Communication
(always)

Digitally Sign Client
Communication
(when possible)

Digitally Sign Server
Communication
(always)

Digitally Sign Server
Communication
(when possible)

Disable
CTRL+ALT+DEL
Requirement for
Logon

Do Not Display Last
User Name in Logon
Screen

LAN Manager
Authentication Level

Message Text for
User Attempting to
Logon

chi dinh rang trang
(ctia bo nhé 40) sé
dugc xo4 hét khi hé
thong tit

Chi dinh ring
Server luon giao
tiép voi client bang
tin hiéu s6

Chi dinh rang
Server giao tiép
v6i client bang tin
hiéu s6 khi c6 thé

bam bdo rang cac
giao tiép cua Server
luon 1a tin hiéu so

Pam bao rang cac
giao tiép cuia Server
14 tin hiéu so khi c6
thé

Cho phép vo hiéu
hoa yéu cau nhan
CTRL+ALT+DEL
dé dang nhap vao
hé théng

Khong hién tén cua
ngudi ding cudi
trén man hinh dang
nhap vao hé théng

Chi dinh cap d¢ xac
nhén nguoi quan i
mang cuc bd.

Hién thi dong thong
bao khi nguoi dung
dang ¢ ding nhap
vao hé théng

V6 hiéu

Vo hiéu

Cho phép

Vo6 hiéu

Vo hiéu

Khong xac dinh

Vo hiéu

Gui phan hdi ctia nha
quan ly mang LAN
va NTLM( NT LAN
Manager)

Dong tréng



Message Title for
User Attempting to
Logon

Number of Previous
Logon Attempts to
Cache (in case
domain controller is
available)

Prevent System
Maintenance of
Computer Account
Password

Prevent Users from
installing print divers

Prompt User to
change Password
Before Expiration

Recovery console:
Allow Automatic
Administrative Logon

Recovery console:
Allow Floppy Copy
and Access to All
Divers and Folders

Rename
Administrator Accout

Rename Guest
Account

Hién thi tiéu dé
thong bao khi nguoi
dung dang cb dang
nhap vao hé théng

Chi dinh s 1an ¢6
ging dang nhap
dugc luu trong bo
nhd dém

Ngén chan sy thi
hanh hé thong cua
cac tai khoan may
tinh

Ngan khong cho
nguoi su dung cai
dat céc trinh diéu
khién may in

Nhic nguoi ding
thay d6i mat khau
truge khi mat khau
hét han

Chi dinh rang khi
Recovery Console
duogc nap, dang
nhép cua nha quan
tr1 phai 1a tu dong,
khong phai tu dang
nhép nira

Cho phép sao chép
cac tép tir tat ca cac
6 dia va cac thu
muc khi Recovery
Console dugc nap

Cho phép tai khoan
Administrator c6
thé doi tén

Cho phép tai khoan
Guest co the doi
tén

Dong tréng

10

Vo6 hiéu

Vo hiéu

14 ngay trudc khi hét

han méat khau

Vo hiéu

Vo hiéu

Khong xac dinh

Khoéng xac dinh



Restric CD-ROM
Access Locally

Logged-on users only

Restric Floppy Access

Locally

Logged-on users only

Secure Channel:
Digitally Encrypt or
Sign Secure Channel
Data (always)

Secure Channel:
Digitally Encrypt
Secure Channel Data
(when possible)

Secure Channel:

Digitally Sign Secure

Channel Data (when
possible)

Secure Channel:
Require Strong
(Window 2000 or
later) Session Key

Send Unencrypted

Passwords to Connect

to Third-Party SMB
Servers

Shut Down System

immediately if Unable

to Log Security
Audits

Han ché nhimng
nguoi dung dang
nhép cuc bg truy
nhdp vao CD-ROM

Han ché nhiing
nguoi dung dang
nhép cuc bg truy
nhép vao 6 dia mém

Chi dinh rang dir
li¢u kénh an toan
luén dugc ma sb
ho4 hodc tin hiéu sb
hoa

Chi dinh ring dix
liéu kénh an toan
duoc ma sb hoa khi
c6 thé

Chi dinh rang dix
li¢u kénh an toan
duoc tin hiéu sd
hoa khi c¢6 thé

Cung cap mot kénh
dam bao va yéu cau
mot khod phién lam
viéc tot (trong
Window 2000 hoac
phién ban cii)

Cho phép mat khau
khong dugc ma hoa
két ndi dén Third-
party SMB Server

Chi dinh rang hé
thdng tat ngay lap
tie néu n6 khong
thé ghi lai su kiém
dinh bao mat

V6 hiéu

Vo hiéu

Vo6 hiéu

Vo hiéu

Cho phép

Vo hiéu

Vo hiéu

Vo hiéu



Smart Card Removal ~ Thay doi sy giao Khong hanh dong
Behavior tiep voi thé thong
minh

Strengthen Defaut Lam tang su cho Cho phép
Permission of Global ~ phép mac dinh cua
System Object (e.g. doi tuong h¢ thong

Symbolic Links) toan cuc
Unsigned Driver Didu khién, su cai Canh bao nhung cho
Installation Behavior  dat cac thiét bi phép cai dat

khong dugc danh

dau

Unsigned Non-Driver  Diéu khién sy cai

Installation Behavior  dat cua cac Non-
Driver dugc danh
dau

néu ban thay ddi cac chinh sach bao mat va chi y rang cac thay doi
cua ban khong c6 tac dung, nd co thé do da c6 chinh sach ciia nhém
dugc ap dung dinh ky. ban c6 thé ¢p cac chinh sach cua ban dugc
cap nhat bang cach gd: secedit/ refreshpolicy machine policy tai
diu nhic dong 1énh

Trong bai tap 5.6 ban s€ dinh nghia mot s6 chinh sach luva chon bao
mat va xem chung lam viéc nhu thé nao. Coi nhu ban da hoan thanh
cac bai tap & phan trude tron g chuong nay.

BAI TAP 5.6

Pinh nghia cac lya chon bao mat

1. Chon Start » Programs » Administrative Tools P> Security
va mé& muc Local Computer Policy

2. Mo cac thu myc sau: Computer Configuration, Window
Settings, Local Policies, Security Options.

3. Mo chinh sach Message Text for Users Attempting to Log
On. Trong trudong Local Policy Setting gd Wellcom to all
authorized user. Bam niit OK.

4. M6 chinh sach Prompts Uer to Changes Password Before
Expriation. Trong truong Local Policy Setting. Chi dinh 3
ngay. Bam niut OK

5. Chon Start »Program P Accessories» Command Prompt.
Tai dau nhic 1énh go: secedit /refesholicy machine_policy
va nhin phim Enter.

6. Tai ddu nhic 1énh gb exit va nhan phim Enter.

7. Thoat khoi hé théng va dang nhap véi tén ngudi ding
Michael (v6i mat khau apple )

8. Thoat khoi hé théng va ding nhap vai tén ngudi ding
Administrator




Sir dung cac chinh sach hé thong

Microsoft
Exam
Objective

Thong qua cac chinh sach hé théng, ban c6 thé diéu khién c4u hinh
hé thong may tinh va méi trudng lam viée cua ngudi dung. Ho 1am
viéc bang cach soan thao Registry twong tng véi viéc thiét 1ap chinh
sach. Ban c6 thé dat cac chinh sach hé théng cho nhiing nguoi
dung,nhém va may tinh riéng biét nhu tat ca nguoi ding va tat ca
may tinh

Thi hanh, cau hinh , quan 1y va g& réi cac chinh sich trong méi
truong Windows 2000

e Thi hanh, cau hinh , quan 1y va g& r6i cac chinh sach cuc bd
trong moi truong Windows 2000

e Thi hanh, cau hinh , quan 1y va g& rbi cic chinh sach hé
thdng trong mdi trudng Windows 2000

Céc chinh sach hé thong thuong duoc lién quan téi Window NT 4.
Window 2000 dé nghi ban sir dung Group Policy dé quan 1y viéc
thiét ¢4t nén man hinh cta ngudi ding nhu di giai thich phan trude.
Mic du vay, ban van c6 thé st dung System Policy Editor
(POLEDIT) dé quan Iy cac chinh sach hé thong trong Windows
2000. Cac tép chinh sach hé thong lam viéc nhu sau trong dong hé
diéu hanh Windows:

e Cac tép chinh sach hé théng dd tao trongWindows2000 hoic
WindowsNT 4 s€ 1am viéc vdi cac may khach Windows 2000
va WindowsNT 4.

e (Cac tép chinh sach hé théng da tao trong Windows98 hoac
Windows95 s€ lam viéc véi cac may khach Windows98 hoac
Windows 95.

Thong quan System Plicy Editor. ban ¢ thé cau hinh cac chinh sach
hé thdng theo cac budc sau:

Nguoi dung mic dinh: Chon mic dinh cho bat ¢t nguoi dung

nao dang nhap vao tor may tinh NT (ghi vao khoa

HKEY CURENT USER cua Registry)

Ngudi dung: Cho phép ban tao cic chinh sach hé thong theo yéu

cau cho ngudi dung cu thé (ghi vao khoa

HKEY CURENT USER cua Registry)

Nhém: Nhirng ngudi sir dung gidng nhau cac chinh sach hé

thdng. nhung cho phép ban 4p dung cac chinh sach hé thong dén

cac nhom nguoi dung (ghi vao khoa HKEY CURENT USER
cua Registry)

Default Computer : Chi dinh thiét 1ap mic dinh cho bat ky may

tinh Windows 2000 hoic Windows NT 4 trong mién ( ghi vao

khod HKEY LOCAL MACHINE cua Registry)

Computer : Cho phép ban tao cac chinh sach tuy ¥ cho mgt may

tinh cy thé (ghi vao khoa HKEY LOCAL MACHINE cua

Registry)

Mic dinh rang khong chinh sach hé thong nao duoc sir dung trir khi
nguoi quan tri tao ra chung.
Trong phﬁn tiép theo, ban sé& hoc cach chon dé co thé ciu hinh cac



0.

chinh sach ngudi dung hodc nhém nguoi dung va céac Iya chon dugc
quan ly thong qua cac chinh sach may tinh

Dé ma quan 1y cac chinh sach hé thdng cho cac nguoi dung va nhom
nguoi dung chi dinh, may tinh cai Windows 2000 Server ctia ban
phai duoc ciu hinh 1a domain controller

Céu hinh cac chinh sich hé thong ngudi dung va nhém nguoi dung

0.

BANG 5.7

Céc chinh sach d6 ban c6 thé ap dung cho tit ca moi nguoi ding
(thong qua biéu tugng Default User), dén nguoi dung chi dinh hodc
den mét nhom nguoi dung, n6 cho phep ban diéu khién man hinh
nén va céc thiét 1ap hé thong. cac lya chon chinh sach hé théng cua
nguoi dung va nhom ngudi dung dugc dién giai trong bang 5.7

Céc chinh sach hé thong nhic dén WindowsNT vi chung dugc thiét
ké chu yéu dé diéu khién may khach NT dé twong thich voi cac thé
hé trudce

Cic Irra cho chinh sach h¢ théng nguwoi ding va nhém ngudi
dung

Chinh sach Lua chon

Control Panel Cho phép ban chi dinh thiét 1ap viéc hién thi nhu
an Screen Saver va Appearance cua hdp hoi
thoai Display Properties

Desktop Cho phep ban c4u hinh hinh anh nén va cach
phoi mau.
Shell Cho phép ban ciu hinh su han ché nhu viée an

Network Neighborhood va khong ghi cac thiét
1ap khi nguoi dung thoat

System Cho phép ban dit cac han ché nhu 1am vé hiéu
cac cong cu soan thao Registry va chi cho phép
chay cac ung dung Windows

WindowsNT Cho phép ban cau hinh cac thu myc Window NT
Shell va chi dinh han ché lién quan dén NT shell

WindowsNT Cho phép ban chi dinh du c6 phan tich dugc hay
System khong tép AUTOEXEC.BAT vadu c6 chay dong

bo hoa cac kich ban dang nhap

Mac dinh, hé théng khoa cac chinh sach hé théng domain controller

xéc dinh trong NETLOGON dung chung tép NTCONFIG.POL. Néu
ban mudn cac chinh sach hé théng cua ban phai c6 hi¢u lyc trong hé
thdng rong, ban phai luu ¥ va chia sé tép nay vi né dugc chi dinh do

nguoi dung khi chinh sach hé théng duoc tao ra.

Quy dinh cac chinh sach h¢ thong phu hop

Dua theo cic diéu kién, quy dinh chinh sach hé thong se duoc sir




dung néu ngudi ding c6 nhiéu chinh sach hé théng dugc dinh nghia
do nguoi dung hodc do cac thanh vién ctia nhém.

Vidu:

Néu ngudi dung ¢6 ciu hinh tuy chin chinh sach hé thong s&
dugc sir dung va cac chinh sach hé thong nay trong
HKEY_CURREN_USER cua Registry. Diéu nay cho phep
chi dinh cac chinh sach nguoi dung dé 13y tht ty 1én trén bat
ky cac chinh sach hé théng ngudi dung mic dinh hodc nhém
dang ton tai. Piéu nay c6 nghia 13 cac chinh sach hé thong
cua 1 nhém s€ khong duoc str dung néu ton tai mot chinh
sach hé thong ctia mot nguoi ding.

Néu nguoi ding 13 thanh vién cia bat ky nhom nao c6 ciu
hinh céc tuy chon chinh sach hé thong va khong c6 bat ky lua
chon chinh sach hé thong cho ngudi dung dugc dinh nghia.
Céc chinh sach hé théng nhom s& duoc hop nhat vao phan
HKEY CURREN_USER trong Registry bdi thir tu wu tién.
Néu ¢6 nhiéu chinh sach nhém duogc dinh nghia, n6 co thé
xac dinh quyén uu tién cau nhém trong céc tuy chon ctia
System Policy Editor.

Néu ngudi dung khong lwa chon bat ky chinh sach hé thong
ngudi ding hodc chinh sach hé théng nhoam nao dugc ap
dung , khod HKEY CURRENT USER s& dugc cép nhat voi
bét ky su thay ddi nao duoc tao ra bai cac chinh sach hé
thong Default User.

Néu hién trang nguoi ding va chinh sach hé thong cung dugc
thé hién co cac thiét 1ap xung dot cho céc lya chon giéng
nhau, céc lya chon chinh sach hé théng s& ghi dé 1én c4u hinh
hién trang nguoi dung trong Registry.

thira nhan rang Lars 1a mot thanh vién ctia cacnhém HR va

Mangers. Anh ta c6 cac chinh sach hé thong ngudi dung thiét 1ap
cho Lars va chinh sach hé théng nhém duoc thiét 1ap cho HR ma
Managers. Chinh sach hé théng nhém cho Managers cao so véi cua
HR. Céc tuy chon chinh sach hé théng nguoi diung va nhém ngudi
dung duoc cAu hinh duoc liét ké nhu sau:

Tuy chon HR Manager Lars
Color Schema  Xanh 14 cay Hong 256 Xanh va den
256

Hide Screen Khong thiét 1ap Khong thiét 1ap An
Saver Tab in
Control Panel

Hide

Khong thiét 1ap Khong thiét 1ap An

Apperance Tab
in Control

Palnel



Shell Khong thiét 1ap An Khong thiét 1ap
Restriction,Hid

e Network

Neighborhood

Shell Khong thiét 1ap An Khong thiét 1ap
Restriction,Sav

e Setting on

Exit

Co s& ciia cac chinh sich hé thong

Tuy chon Cac chinh sach duogc so sanh véi Lars

Color Schema Xanh va den (thong qua Lars thiét 1ap)

Hide Screen Saver Tab  An (thong qua Lars thiét 1ap)
in Control Panel

Hide Apperance Tabin An (thong qua Lars thiét 1ap
Control Palnel

Sell Restriction,Hide Khong thiét 1ap (cac chinh sach hé thong
Network Neighborhood  nguoi dung khéng st dung néu cac chinh

sach hé thong tong tai)
Shell Restriction,Save  Khong thiét 1ap (cc chinh sach h¢ thong
Setting on Exit ngudi ding khong sir dung néu céac chinh

sach hé thong tong tai)

Tao cac chinh sach hé thong cho ngudi ding hoic nhém ngudi ding .

V.

HINH 5.9

N6 rat 18 sir dung cho soan thdo cau hinh ngudi dung thong qua
System Policy Editor, no 1a giao dién dd hoa (GUI), hon thé no co
thé soan thao trén co so vin ban Registry, mAc du vay. khi ban sir
dung System Policy Editor. ban dang soan Registry cua ban, nhung
ban can can than. Ban nén sao luu Registry cua ban trudc khi thay
do6i
Dé cau hinh cac chinh sach hé théng cho ngudi dung hodc nhém
nguoi dung, hdy thye hién theo cac budc:

1. Chon Start® Run, gd POLEDIT trong hop hdi thoai Run va

bam nat OK.
2. Cira s6 System Policy Editor m¢ ra nhu trong hinh 5.9.
Chon File »New Policy

System Policy Editor



&) System Policy Editor ;Iglﬂ

File Edt ew Options Help

O|=[=] 2lEl =]
B

Bl
| 4
3. System Policy Editor hién thi cic biéu tugng cho Default
Computer va Default User nhu hién thi hinh 5.10.
Chon Edit » Add User(hodac Add Group)
HINH 5.10 Céc biéu twong Default Computer va Default User
&) System Policy Editor - {Untitled) I ] S

File Edit Mew Options Help

D= 7l '] x|

a ¢ B
Default Default
Computer User

=

|2 enkries v

4. Hop hoi thoai Add User(hodac Add Group) xuat hién nhu
trong hinh 5.11. Ban can g tén ctia ngudi dung (hoic cua
nhom) hodc bdm vao nit Browse dé chon tir danh sach cac
nguoi dung (hodc nhém ngudi dung ) duoc liét ké san. Sau
khi ban thém nguoi dung ( hodc nhém ngudi ding ) bAm
phim OK

HINH 5.11 Hop hoi thoai Add User

I Cancel

X
Type the name of the wser to add:

Browsze. .. |

5. nguoi dung hodc nhom nguoi dung dugc ban chon xuat hién
trong cira s6 System Policy Editor. Dé soan thao hodc hién
thi cac thiét 1ap chinh sach cua nguoi dung (hodc ciia nhom
ngudi ding ) hay nhap kép vao nguoi dung hodc nhom ngudi
dung).

6. Céc chinh sach s& duoc liét ké trong phan Polices ctia hop hoi
thoai Properties nhu trong hinh 5.12 Bam vao cac lwa chon
ma ban mudn cau hinh

HINH 5.12 Cac chinh sach trong hop hdi thoai Properties ciia nguoi ding




£ administrator Properties ﬂ

Policies |

@ Desktop

- Shell

@ Sustem

- @ windows NT Shel

- @ Windows NT Spstem

- @ Windows NT User Profiles

Ok I Cancel |

7. Ban xem trong danh sach tat ca cac chinh sach ban c6 thé
dinh nghia. Hinh 5.13 hién thi mot vi du vé cac chinh sach
Shell,Restriction. BAm vao hop chon (check box) ban c6 thé
cAu hinh mdi lya chon nhu sau:

e Hop chon miu xam cé nghia 14 khong chinh sach nao
dugc dugc ap dung

e Danh diu trong hdp chon c6 nghia 13 chinh sach d6
dugc ap dung. Coi nhu do 1a gia tri dung

e Hop chon tréng( hay trang) cé nghia la chinh sach d6
khong dugc ap dung. Coi nhu do 1a gia tri sai

HINH 5.13 Soan théo cac chinh sach hé thdng ciia nguwoi ding



£ Administrator Properties x|

Policies |

rﬂ Adrniniztrator -
- @ Contral Panel
@ Desktop
=4 Shel

IEI|I,1| Restrictions

----- Remove Run command from Start menu

----- [0 Remaove folders from Settings on Start menu
Remove Tazkbar from Settings on Start meu
Remove Find command from Start menu

Hide drives in by Computer

Hide Metwark Meighborhood

Mo Entire Metwark, in Metwork, Meighborhood
Mo workgroup contents in Metwark, Meighborbood ;I

& & E E E# E

Ok I Cancel |

8.

Lip lai cac budc 6 va 7 dé cau hinh cho mdi lua chon ma ban
muon. Sau khi tat ca cac Iya chon dugc cau hinh Bam nit Ok

9. Sau khi ban két thucviéc soan thao cac chinh sach vé nguoi

dung va nhom ngudi dung, ghi lai cac chinh sach bang cach
chon File» Save

Trong bai tdp 5.7 ban s€ cAu hinh céc chinh sach hé théng cho mot
nguoi dung. Trong bai nay phai dugc thuc hién trén domain

controller
BAITAP 5.7
Tao céc chinh sach hé thong cho mot nguoi ding

1. Sir dung tién ich Active Directory Users and Computer dé tao
mot nguoi dung Lars (Xem chuong 4 “Quan 1y nguoi dung
va nhom ngudi ding” dé xem chi tiét viéc tao tai khoan
nguoi dung)

2. Chon StartP Run, go POLEDIT trong hop héi thoai Run va
bam nut OK

3. Trong cira s6 System Policy Editor chon File® New Policy.

4. Chon Edit» Add User. Trong hop hoi thoai Add User bdm
vao nut Browse. Chon nguoi dung Lars va bAm nat Add, Sau
d6 bam nat OK.

5. Nhap kép vao ngudi dung Lars. Trong thanh phan giao tiép
Policy chon Shell tiép d6 1a Restrictions. Danh ddu hop chon
Remove Run Command from Start Menu va hop chon Hide
Drives in My Computer. Sau d6 bam niit OK

6. Chon File» Save trong hdp hoi thoai Save As chon



C:AWINNT\sysvol\sysvol\yourdomain\Scripts\NTCONFIG.POL

Ciu hinh cac chinh siach hé thong may tinh
Ban ciing can quan 1y thiét 1ap méy tinh thong qua cac chinh sach hé
théng. Sau day la mot s6 cac lua chon ma ban c6 thé ciu hinh:
e Thiét 1ap mang duoc sir dung dé diéu khién cap nhat chinh
sach hé thong
e Thiét 1ap hé théng dugc st dung chay cac muc lac khoi dong
e Thiét 1ap Windows NT Network dé diéu khién cach cac su
chia sé thiét bi 4n duoc tao
e Thiét lap Windows NT Printers dé diéu khién lua chon ciu
hinh may in
e Thiét 1ap Windows NT Remove Access dé diéu khién lya
chon truy cép tir xa
e Thiét lap Windows NT Shell dé diéu khién cac muc ddi
tuong dugc khach hang chia sé nhu cdc muc trong Desktop
va trong thyc don Start
e Thiét lap Windows NT System duoc sir dung cau hinh dang
nhap va thiét lap tép hé thong
o Thiét 1ap Windows NT User Profiles dugc sir dung cAu hinh
cac thiét lap hién trang nguoi ding

Str dung cong cu Security Configuration and
Analysis

Windows 2000 Server bao gém mot tién ich duoc goi 1a Security
Configuration and Analysis, ban c6 thé st dung dé phan tich nham
hd trg viéc cu hinh cac thiét 1ap bao mat ndi bg trong may tinh.
Ti¢n ich nay lam viéc bang cach so sanh cau hinh bao mat hién thoi
cua ban voi cau hinh mau trong céc thlet lap dé nghi ctia ban
Microsoft Thue thi, cAu hlnh,quan ly va go rdi vin dé bao mat bang cach
Exam S@ dung tap cong cu cau hinh biao mit (Security Configuration

Objective 100l Set)

Tién trinh phén tich bao mat gdm cac budc sau:

1. Str dung tién ich Security Configuration and Analysis, chi
dinh co s¢ dir liéu lam viéc s€ dugc su dung subt thoi gian
phan tich bao mat

2. M& mau vé bao mat ma ban st dung lam nén tang dé ban ciu
hinh sy bao mat twong ty nhu mau nay

3. Thuc hién phan tich van dé bao mat. N6 s& so sanh lai ciu
hinh cua ban véi mau ma ban da chi dinh trong buéc 2

4. Xem lai két qua cua vi¢c phan tich

5. Quyét dinh bat ctr sy khac nhau nao duoc chi ra thong két
qua phan tich.

Tién ich Security Configuration and Analysis c6 trong MMC.

Sau khi ban thém tién ich nay vao trong MMC, ban c6 thé chay

tién trinh phan tich biao mat, n6 duoc dién giai trong phén tiép

theo



Chi dinh co s& dir liéu bao mat
Co s¢ dir liéu bao mat dugc stir dung dé luu trir két qua phan tich bao
mat cta ban. Dé chi dinh co s& dit liéu bao mat hay thuc hién theo
cac budc sau:
1. Trong MMC bam chudt phai vao Security Configuration and
Analysis va chon Open Database tir menu nhu trong hinh
5.14

HINH 5.14 MGé co s& dir liéu bao mat
'fii Consolel -0 x|
J Console  Window  Help |J 0= = | |

'ii Console Root

J fckion  Yiew  Eavarites |J L | | | EX

Tree I Favorites | Mame |
[ JiConsole Raot! @ Security Configuration and Analysis
@ SECUriby ComFim wbinm oo Aol e

Open

Cpen database. ..

Amalyze Compuber Mo, ..
Configure Computer Mow, ..
SawE

Import Template, .

Export Template, ..

Yiew Log File

Mew Window From Here

Help
4 |—| g |

| —
Hop hoi thoai Open Database s€ xuat hién nhu trong hinh 5.15.
Trong 6 Filename go tén t€p co so dir li¢u ban s€ tao. Mac dinh phﬁn
mo rong cua tép 1a .sbd (cho co s& dir liéu bao mat). Bim nut OK

HINH 5.15 Hop hoi thoai Open Database

Open database el |

Lok ir: I‘E D atabaze j - £k ED-

File narme:

Open I
Files of tupe: ISecurit_l,l Databaze Files [*.2db] j Cancel |
A

2. Hop hoi thoai Import Template mé ra, chon mau ma ban




mudn sir dung. Ban c6 thé chon cac mau dinh nghia san
thong qua hop hoi thoai nay. Trong phan tlep theo, ban s& hoc
céch tao ra va st dung cac tép mau tuy bién. Ban chon va
bam nut OK.

Nhép Security Template (miu bio mat)

v

Budc tiép theo trong tién trinh phan tich bao mat 1a nhap mot mau
vé bao mat.Mau nay dugc st dung nhu cong cu so sanh. Ti¢n ich
Security Configuration and Analysis so sanh thiét 1ap bao mat cta
cac thiét 1ap trong ban mau véi cac thiét 1ap hién thoi cia ban. Ban
khong dit bao mat thong qua cac mau. Ping hon 12 mau bao mat
chi 14 noi ma ban t6 chtrc tit ca cac thugc tinh bio mat clia ban trén

vi tri don 1¢.

V&1 nha quan tri, ban co thé dinh nghia mot ban mau vé bao mat
trén mya don 1¢ va chuyén chiing cho tat ca cac may chi thong qua

mang

Tao ban miu bio mat
Ban tao ban mau bao mat thong qua Security Templates trong
MMC. Ban c6 thé cdu hinh né véi cac muc nhu trong bang 5.8
Cic lwa chon ciu hinh miu bao mit

BANG 5.8

Muc ciamau  Dién giai

bdo mat

Account Chi dinh c4u hinh phai dugc str dung cho céc
Policies chinh sach mat khau, cac chinh sach kiém soat tai

Local Polices

Event Log

Restricted
Groups
Registry
File System

System
Services

khoan thtr dang nhdp va céc chinh sach Kerberos
Chi dinh c4u pinh phai duoc st dung cho cac
chinh sach ki€ém dinh, cic chinh sach quyén nguoi

dung va cac lya chon bao mat

Cho phép ban dit thiét 1ap ciu hinh ap dung cho
cac t&p nhat ky cua Event Viewer.

Cho phép ban quan tri cc thanh vién ciia nhom
noi bo

Chi dinh bao mat cho cac khoa Registry ndi bo
Chi dinh bao mat cho céc t&p hé théng noi bo
biat co ché bao mat cho cac phuc vu hé théng mo

hinh khoi dong ma cac phuc vu ctia hé théng noi
b0 s€ dugc str dung

Sau khi ban thém Security vao MMC, ban c6 thé md 1 miu bao
mat don gidn va thay doi chung nhu sau:

1. trong MMC bung nut Security Templates va mé thu muyc cho



\Windir\Security\Templates.

2. Nhap kép chudt vao ban mau ma ban mudn soan thao bao
g6m basicv (basic server) va basicde (basic domain
controller)

3. Tao moi sy thay ddi ma ban mudn tir ban mau don gian nay.
Cung thuong chi 1a cac chi dinh ma ban mubn hé théng duoc
céu hinh.

Sau @6 ban ghi ban mau dugc lya chon, bam chudt phai lam Xuét

hién thyc don va chon tuy chon Save As tir thuc don nay. Chi

dinh vi tri va tén t&p cho ban mau méi nay. Mic dinh né s& duoc
ghi v6i phan md rong 14 .inf trong thu muc

\Windir\Security\Templates

Mé Security Template (mAu bao mét)
Sau khi ban cdu hinh ban mu, ban ¢6 thé nhap né dé st dung cung
tién ich Security Configuration and Analysis. Dé nhap mau bao mat
trong MMC, bam chudt phai véo tién ich Security Configuration and
Analysis va chon Import Template. Sau d6 chon tép ma ban mudn
mo va bam nit Open

Thuc hién phan tich bao mat
Budc tiép theo 1a thuc hién phan tich bdo mat. Dé thuc hién viée
phan tich nay, bAm chudt phai vao tién ich Security Configuration
and Analysis va chon Analyze Computer Now. Ban sé& thiy hop hoi
thoai Perform Analysis xuat hi¢n cho phép ban chi dinh vi tri va tén
tép cho duong dan tép luu trit cac 16i s& duge phat sinh trong sudt
qua trinh phan tich. Sau khi cac thong tin 3 duoc cu hinh, bAm nut
OK
Khi vi¢c phan tich hoan thanh, ban s€ quay tr¢ lai cua s6 MMC
chinh. Ttr dy ban c6 thé xem két qua cuia qua trinh phan tich bao
mat

Hién thi két qua phan tich bao mat va xac dinh nhirng su sai khac.
Két qua cua viéc phan tich bao mat dugc luu trir trong Security
Configuration and Analysis, dudi ddi muc bao mat duoc ciu hinh(
xem bang 5.8) Vi du dé xem két qua cua cac chinh sach mat khau,
nhap kép chudt vao Security Configuration and Analysis, nhap kép
chudt vao Account Policies va nhap kép chudt vao Password
Policy. Hinh 5.16 hién thi vi du ctia két qua ctia su phén tich bao
mat cho cac chinh sach mat khau

HINH 5.16 Hién thij két qua ciia sy phan tich biao mat



i Console3 - [Console Root',Security Configura -0 x|
J[E‘n Consale  Window  Help |J = | | _|5’|5||
|J Arckion  Yiew  Favorites |J o= | | Pt | X |
Tree I Favorites | Policy £ I Database
D Console Roaot - EnFDrce password hiskory 0 passwc
=- @ Security Configuration an: Maximum password age 42 days
El @ Account Policies Minimum password age 0 davys
- sssward Palicy Minimum password length 0 charact
C - Account Lu:u:knut P Passwu:urds must meet complexity v, Disabled
Local Policies Stu:ure password using reversible e,..  Disabled
=] Event Log
-8 Restricted Groups _ILI
1] | EHNs | i

Cac chinh sach da duoc phan tich s€ c¢6 cac dau X hodc V tai mdi
chinh sach nhu hién thi trong hinh 5.16. Dau X c¢6 biéu thi chinh
sach mau va chinh sach hién thoi 1a khong twong tmg. Dau ' ¢
biéu thi chinh sach mau va chinh sach hién thoi 13 twong Gmg. Néu
6 bt ky su trai ngugc nao da dugc biéu dién, ban phai sir dung

Group Policy dé giai quyét sy tranh chap ay.
BAI TAP 5.8

Str dung Security Configuration and Analysis
O bai tip ndy ban s& thém Security Configuration and Analysis vao
MMC, chi dinh ra mdt co s& dir liéu bao mat, tao mot mau bao mat,
nhap mau bao mat, thuc hién phan tich va xem xét két qua.
Thém tién ich Security Configuration and Analysis
1. Chon Start »Programs® Administrative Tools
» Security
2. Chon Console » Add/Remove Snap-in
3. Trong hdp hoi thoai Add/Remove Snap-in bam chudt vao
nat Add. Chon Security Configuration and Analysis rdi
bam vao nat Add. R4i bdm vao niit Close
4. Trong hop hoi thoai Add/Remove Snap-in bAm nut OK

Chi dinh co s¢ dir li€u bao mat
1. Trong MMC bim chudt phai vao Security Configuration
and Analysis, chon Open Database
2. Trong hop hoi thoai Open Database go sampledb trong
hop nhap tén tép. Sau d6 bam Open
3. Trong hop hoi thoai Import Template chon mau baicsv va
bam nit Open
Tao mau bao mat
1. Trong MMC chon Chon Console » Add/Remove Snap-
in
2. Trong hop hdi thoai Add/Remove Snap-in bam chudt vao
nat Add. Chon Security Template rdi bAm vao nat Add.
ROi bam vao niit Close
3. Trong hop hoi thoai Add/Remove Snap-in bdm nat OK



4. Mo muc Security Template sau d6 m¢ thu muc Window
NT\Security\Templates
Nhép dip vao tép basicsv
Chon Acocunt Polices, sau do 1a Password Policy
7. Soan thao cac chinh sach mat khau theo cac budc sau:
bat tuy chon Enfoce Password History 1a nhg 10 mat
khau.
Thiét 1ap tuy chon Passwords Must Meet Complexity
Requirements la cho phép
Pit tudi tho ti da 1 30 ngay

8. Chon tép basicsv va bam vao lyu chon Save As

9. Trong hop hdi thoai Save As gd tén tép servertest vao thu
muc mic dinh. BAm nut Save

Nhap mau bao mat

1. Chon Security Configuration and Analysis, bAm chudt
phai va chon Import Template

2. Trong hop hoi thoai Import Template chon tép servertest
va bam nat Open

Thuc hi¢n va Xem xét két qua phan tich bao mat

1. Chon Security Configuration and Analysis bam chudt
phai va chon Analyze Computer Now

2. Trong hop hoi thoai Perform Analysis chap nhan duong
dan mic dinh cho tép ghi lai 16i va bAm nat OK

3. Khi quay tré lai ctra s0 chinh MMC nhap diip vao
Security Configuration and Analysis.

4. Nhap dap vao Accout Policies va nhap dup vao Password
Policy. Ban s& thay két qua cta sy phén tich cho mdi
chinh sach duge chi dinh boi ddu X va v canh mdi chinh
sach

SN



Téng két

Trong chuong nay ban da hoc du:(jc‘ vé cac dic tinh cia Windows
2000 Server. N6 bao phu cac chu dé:

Thiét 1ap bao mat, n6 co thé duge ap dung cho murc ndi b
hodc mirc mién. Viée quan ly cac chinh sach bao mat noi b,
str dung Group Policy véi dbi tuong Local Computer Group
Policy. Pé quan 1y cac chinh sach bao mat mién st dung
Group Policy véi ddi tuong Domain Controller Group Policy.
Céc chinh sach tai khoan diéu khién tién trinh dang nhap. Co
3 loai chinh sach tai khoan 12 mat khau, chinh sach kiém soat
su vi pham dang nhap va chinh sach Kerberos.

Céc chinh sach noi bo diéu khién nhimg cai ma ban co thé
lam v6i may tinh ndi bg. C6 3 loai chinh sach gém: kiém
dinh, 4n dinh quyén nguoi dung, va cac chinh sach lya chon
bao mat

Céc chinh sach hé théng duoc sir dung dinh nghia méi truong
Desktop cta nguoi dung. Trong Window 2000 cac chinh
sach hé thong nay duoc giit lai nham twong thich voi may
khach Window 9x va WindowsNT

Tién ich Security and Analysis Configuration dugc stir dung
phan tich cAu hinh bao mét ctia ban. ban thuc hién tién ich
nay dé so sanh thiét 1ap bao mat tdn tai v&i cAu hinh mau dé
ban thiét 1ap sy sai khac



